


Threats and Technology

one needs to balance the various threats in ta-
ble 1 with numerous technology factors. lhese
factors are comprised of. but not limited to, sys-
tem effedivenest cost, throughput, mainte-
nancq size, complexity, cost of ownership, safety,
privacy issuet public perception, and the ability
to deal with new forms of threats. Ihere exists
no silver bullet. There is no perfect explosives
detection system. Each detection system is a
tool security professionals will find necessary to
have in their toolbox. Having the right tool for
the job it is expected to perform is extremely im-
portant. one size does not fit all. This is why a
variety oftechnologies is the only way to estab-
lish an effective explosives detection programme
which must also include appropriate screening
policiel procedurel and checkpoint design. De-
tection programmes vary according to the mis-
sion. End users ofexolosives detection technolo-
gies need to identit explosive threats based
upon available historic data as well as multiple
sources of current intelligence, The most com-
mon approach includes manual searches, metal
detectort x-ray machine' Explosive Trace De-
tectors (ETD', canines, and other technologies
used in an overall security systems approach for
explosives detection.

Ihe above technologies range in price from
under ten thousand to over one mill ion dollars.
The only detedor that deteds both trace and
bulk exolosives is still the canine, "Where is
Rover when I need him to come over?"

Most security checkpoinG incorporate a con-
ventional x-ray system in which a human opera-
tor is essentially the explosives detector. There
are also automated machines, which detect the
presence of possible explosive material and dis-
play an image of the potential explosive to the
operator. Presently the only technology to re-
ceive cenification for the detection ol explosives
by the Transportation Security Administration
(TSA) is computer Tomography (cT), a system
based on x-ray technology. lt is important to
keep in mind that at the present time, no sys-
tems detect other possible security threats such
as guns, knives, and ammunition.

Today the most widely deployed trace de-
tectors are lon Mobility Spectrometry (lMS)
based. Recently a new surface Acoustic Wave
(SAW) and Explosives Detection Chemistry
{EDC) systems have appeared on the market.
The sAW is small and easy to use and main-
tain. Explosives Detection Chemistry (EDC)
quite possibly has the greatest potential due
to its abil ity to detect a very long and impres-
sive l ist of compounds. lt is also easy to use,
has high sensitivity, high reliabil i ty, and a very
wide dynamic range. lts low instance of talse
alarms, extremely high probability of detec-
tion, modest price and low operating costs
makes it one to keep a close eye on. Ihere
have been attempts to bring lVass Spectrome-
try (Ms) out of the lab and into the field for
security applications. Ms holds great promise

for a next generation system, but there are still
challenges to overcome before it can be con-
sidered a reliable detection device.

Fluorescence systems are extremely sensitive
to TNT and its derivativet and this author is
anxiously waiting to play with a new and im-
proved device which claims to have the ability
to detect other threat compounds as well.
chemiluminescence came out of the lab and
into the field for a short time but has now been
returned to the lab for further work. Electron
Capture Detectors (ECD) emerged from the labo-
ratory many years ago and into explosives de-
tector portals but have a limited capability and
future. Attempts have been made to employ
other technologies such as Field lon spectrome-
t€rs (Fl5), Gas chromatography (G€)/Mass Spec-
trometry and lhermo-Redox, but so far they
have been limited in their capability and have
not met with much commercial success.

Ihe first round of nuclear technioues and
technologies also did not fare well. Iheir per-
formance was limited and in addition to high
cost, public perception was not good. there are
presently a number o{ novel nuclear systems be-
ing developed that may prove very capable as
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stand-alone systems or as part of an integrated
solution. Both Microwave and Millimeter Wave
portals for screening people are in the very early
phases oftesting, deployment and adoption into
security operations. Research and Development
to improve these technologies will continue well
into the future. All ol this technology is mean-
ingless without sufficient training, maintenance,
and proper use by security personnel, Human
tactors can either enhance or drastically reduce
the effectiveness of any system and play a vital
role in their success.

There are things that every person within an
organisation needs to be aware of when design-
ing a security checkpoint. Ihe most important
thing is confidence in the equipment, systemt
and the Concept of operation (Conops) in place.
Conops are required and must be vigorously en-
forced. Ihe best way to make certain that
Conop' policiet procedures, equipment, and se-
curity peBonnel are all working properly is to
test the entire system. Ihese "Red Team" exer-
cises can be simple or complex. Depending on
the situation you, your staff, or an outside con-
tractor with lraining aids or realthreats can con-
duct these exercises. Experience conducting "Red
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