





Team” exercises illustrates the
point that the equipment is typical-
ly not the weak link. The unfortu-
nate fact is that when a real threat
actually presents itself, security per-
sonnel panic, and the ConOps
which were so carefully crafted and
meticulously taught go out the win-
dow, with the result that the entire
security system breaks down. In
other words, “Green Lights Don't
Mean Good To Go!"

A Look into the Future

What predictions can be made to-
day with respect to explosives
threats and technologies of the fu-
ture? There will certainly be new
types of explosives, both developed
and improvised, which will be de-
livered in even more novel and
ever-evolving ways. For every sys-
tem and device we implement, the
bad guys will find a way to deflect
and evade detection, and the game
of cat and mouse will escalate as
they try to keep one step ahead by
changing the type of explosives
they use and the method in which
they are delivered. On the technol-

ogy side of the equation, there are
many techniques in development
at this time. Some are almost ready
for field-testing while others are
still years away. Future systems in-
clude the potential for standoff de-
tection of explosives as well as the
incorporation of multiple sensors
in a "suite” of technologies and
techniques which afford detection
not only of the “E" in CBRNE, but
all of the CBRNE components as
well. Peering into the author’s crys-
tal ball, the future will see not only
the screening of persons, vehicles,
baggage, mail, and the like for ex-
plosives, but also the continuous
monitoring of the environment
where these systems are located
for Chemical, Biological, Radiologi-
cal, and Nuclear (CBRN) threats. All
of this data will be transmitted
back to a command and control
centre via a wired or wireless net-
work so that security personnel,
law enforcement, and even first re-
sponders will have immediate ac-
cess to information in case of an
adverse event, More systems will
be automated, which will reduce
manpower requirements. Complex
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or multiple systems and/or applica-
ble components of larger systems,
will be customised and integrated
into a total security solution pack-
age according to the specific needs
of the end user. As the technology
improves, a customised system will
afford the user increased detection
capabilities and higher probability
of detection and lower false alarms.
“False positives you can live with
through good ConOps, but false
negatives can kill you and others!”

It is an exciting time in the
field of explosives detection and
technology. We are increasing our
ability to reliably detect the ever-
increasing variety of explosives
and in the not so distant future
the technology will catch up with

the need. Perfecting our ability to
identify and deter the method of
delivery will prove to be the big-
ger and more elusive challenge
and one which we may never be
able to fully solve.

John Avolio

P CONTACT

American Innovations Inc,
Spring Valley (NY), USA
Tel.: +1 845 371 3333 901
Fax: +1 845-371 3885
grant@bombdetection.com
www.bombdetection.com

GIT SECURITY + MANAGEMENT 11-12/2007 67



